We present the main recommendations of the Copyright Law Review Committee in its submission to the Australian Government in 1995 in relation to the protection of computer software in Australia and the intellectual property of software developers in this country. The implications of these recommendations to the academic and industry computer science community are presented, as well as comparisons with European and US legislation.
Introduction
In Australia, computer programs have been protected by copyright as literary works under the Copyright Act 16] since 1984 when the Act was amended to speci cally include software. However, the 1984 amendments 17] were regarded as a short-term measure and there was doubt about whether they were e ective in ensuring that all computer programs were protected by copyright. As a result, the question of copyright protection of computer programs was referred to the Copyright Law Review Committee (herein referred to as the CLRC or the Committee) for inquiry in October 1988. The CLRC is a specialist advisory body which was rst established in 1983 to inquire into and report to the government on speci c copyright issues referred to it from time to time. The Committee's terms of reference were Whether the Copyright Act 1968, as amended by the Copyright Amendment Act 1984, adequately and appropriately protects computer programs in human and machine readable forms, works created by or with the assistance of computer programs and works stored in computer memory.
The terms of reference were subsequently extended to include importation of computer programs (5 January 1989) and published edition copyright in relation to works stored in electronic databases (18 January 1991) . The CLRC released its Draft Report on Computer Software Protection (Draft Report) for public comment in June 1993 18] . Following consideration of the submissions received in response to the Draft Report, the Committee published its Final Report on Computer Software Protection (Final Report) in April 1995 19] . In the Final Report, the CLRC makes recommendations on an extensive range of issues, including the appropriate form of protection of computer programs, de nitions of \computer program" and \reproduc-tion", the exclusive rights of the copyright owner and the scope of exceptions to those rights, protection of computer-generated material and audiovisual works, and circumvention of program locks. After considering the comments on its draft recommendations, in the Final Report the CLRC was persuaded to change its recommendations on a number of important matters: the de nition of reproduction, ownership of copyright, and parallel importation of computer programs. In the Final Report, the CLRC also revised its recommendations relating to computer-generated materials, exceptions to the copyright owner's exclusive rights, and the overlap between the Copyright Act 1968 and the Circuit Layouts Act 1989. One aspect of the Final Report which has attracted considerable debate are the Committee's recommendations concerning exceptions to the copyright owner's exclusive rights which would, in speci ed situations, permit reverse engineering involving decompilation. The introduction of limited decompilation rights is opposed by major hardware and software companies including IBM, Microsoft, Novell, Aspect and Computer Power. On the other hand, an alliance of companies known as the Supporters of Interoperable Systems in Australia (SISA), whose members include Fujitsu, Sun Microsystems, Amdahl and Storage Technology, support open systems and interoperability of software, and therefore are in favour of the proposed reforms. This paper examines the main CLRC's recommendations on computer software protection. Section 2 looks at possible forms of protection of computer software, Section 3 explains the extent to which computer software is protected under copyright law, Section 4 reviews the exclusive rights of an author, Section 5 reviews the exceptions to the exclusive rights and Section 6 presents other recommendations made on matters such as databases, parallel importation and educational use of computer programs. Finally, Section 7 provides a discussion and conclusions on these recommendations.
Forms of Protection
Various forms of intellectual property protection are available in relation to computer programs, including copyright, patents and sui generis. In this section, each of these possible forms of protection is outlined. Copyright protects the form of expression of ideas or information (but not the ideas or information in itself), conferring certain exclusive rights on the author or creator. Since the late 1970s, numerous jurisdictions around the world have enacted copyright protection for computer software, although this is not expressly required by the major international copyright treaty, the Berne Convention for the Protection of Literary and Artistic Works (1971) 4] (the Berne Convention). However, negotiations are presently nearing completion on a protocol to the Berne Convention which, among other changes, will make it clear that computer programs are to be protected as literary works for copyright purposes. This practice was recently con rmed in the Agreement on TradeRelated Aspects of Intellectual Property Rights (the TRIPs Agreement) which forms part of the General Agreement on Tari s and Trade (GATT) of 1994. Article 10(1) of the TRIPs Agreement, which is binding on all members of the World Trade Organisation (WTO), provides that \ c]omputer programs, whether in source or object code, shall be protected as literary works under the Berne Convention (1971) ." Among the advantages of copyright protection are that it confers immediate protection from the time a program is created, without any need for registration formalities, and that it is recognised internationally under the terms of the Berne Convention. Patent legislation in most countries provides for a patent to be granted for an invention which consists of patentable subject matter, is new, inventive, capable of industrial application and useful and which is disclosed in the patent speci cation. Until recently few patents were issued for computer programs and patent o ces rejected applications for computer programs on the ground that they were not patentable subject matter. It has traditionally been accepted that patents cannot be granted in respect of naturally occuring phenomena, mental processes and abstract intellectual concepts 1 . By analogy, mathematical algorithms incorporated in computer programs have been regarded as simply a method of calculating a mathematical problem or a scheme for operating a computer in a particular manner and, consequently, unpatentable subject matter. The objections to the patenting of computer software on these grounds have been gradually eroded by the courts in recent years. This has been particularly evident in the United States where the easing of the restrictions has led to a rapid escalation in the number of software patents being granted. Sui generis protection has been advocated in recent years to create a new form of intellectual property protection for computer programs. This approach has been adopted where existing intellectual property systems cannot be adapted to t a new technology. Perhaps the best known example of sui generis legislation is the United States Semiconductor Chip Protection Act 1984 and corresponding legislation enacted in other countries to provide protection for integrated 1 In the European Patent Convention (EPC) and legislation based upon it such as the UK Patents Act 1977, the exclusions from patentability are expressly stated. Article 52(2) of the EPC sets out a non-exclusive list of subject matters which are not to be regarded as inventions. These include:
(a) discoveries, scienti c theories and mathematical methods; ... \adaptation"
(ba) in relation to a literary work being a computer program|a version of the work (whether or not in the language, code or notation in which the work was originally expressed) not being a reproduction of the work.
\computer program" computer program means an expression, in any language, code or notation, of a set of instructions (whether with or without related information) intended, either directly or after either or both of the following: (a) conversion to another language, code or notation; (b) reproduction in a di erent material form, to cause a device having digital information processing capabilities to perform a particular function. \material form" in relation to a work or an adaptation of a work, includes any form (whether visible or not) of storage from which the work or adaptation, or a substantial part of the work or adaptation, can be reproduced.
The de nitions of \literary works" and \material form" contain the words \whether visible or not" to make express provision for object code programs which are stored in computer memory (harddisk, RAM, ROM) and are not \visible" (i.e. intelligible in the form of words, gures or symbols) to the human eye. program" which would con ne copyright protection to computer programs in some form of written expression. Such an approach would have frustrated the obvious intent of the legislators which was to confer protection on the actual set of instructions regardless of whether they were expressed in a written form or stored in digital (non-sensate) form (e.g. on disk, ROM or EPROM). The High Court held that:
... the stored set of instructions in a nonsensate form such as electrical impulses is itself protected on the basis that copyright actually subsists in any expression or description of it which can theoretically be made in language, code or notation.
The High Court's decision in Autodesk Inc v Dyason has dispelled any doubts about the e ect of the 1984 amendments. It is now clear that the de nition of \computer program" in s.10(1) applies to computer programs in both source code and object code.
Changes to the 1984 De nitions
After considering the submissions made in relation to the de nition of \literary works", the Committee recommended that the words \whether or not in a visible form" be deleted from the de nition of \lit-erary work". Similar words form part of the de nition of \material form", and since the de nition of \literary works" includes a special entry for computer programs, then it is not necessary the amendment on entries not explicitly relating to computer programs. Submissions were received to delete the de nition of \computer program" from the Act. In fact some countries of the European Union do not provide for such a de nition in its legislation. The Committee was of the opinion that a de nition is needed to provide certainty and clarity in the law at this stage, but that with the increasing familiarity of technology and concepts in computer programs, a de nition may not be required in the future. Both the US and Japan provide for de nitions in their legislation. The Committee recommended that the de nition of \computer program" be substituted by the US de nition stated in section 101 of the US Copyright Act 1976
A \computer program" is a set of statements or instructions to be used directly or indirectly in a computer in order to bring about a certain result.
This de nition provides several advantages over the present one as it is not limited to programs for digital computers, it clearly extends to include programs written in declarative programming languages and it covers programs in source code, object code and microcode. The Committee declined to provide a de nition of \computer", as had been urged in a number of submissions. Its preference was for the meaning of computer to be left to the courts to determine on a case by case basis, applying a normal understanding of what a computer is. Finally, the Committee noted that the de nition of \material form" is an inclusive, non exhaustive, definition which should be construed as including forms of storage where a work or an adaptation of a work exists in a form which would not normally be regarded as material, such as electronic and magnetic forms of storage, but which are amenable to reproduction.
Ownership
Section 35(2) of the Act provides the author of a literary work with the ownership of any copyright subsisting in the work. Joint authorship is also granted when programs are written by a group of people who collaborated towards the same program. However, there are circumstances when programs are written by di erent people who are not collaborating jointly towards the same program but who write independent modules. In such case, individual copyright is granted to individual authors of independent modules. Section 35 (6) provides that where literary works are made by authors in pursuance of the terms of their employment under a contract of service or apprenticeship, then the employee is the owner of any copyright subsisting in the work. It is also noted that both parties can negotiate for di erent ownership of copyright. The Australian Vice Chancellor Committee and the Australian Committee of Directors and Principals Limited, in their submission to the CLRC 19] , stated that there is an issue regarding ownership of programs written by sta and/or students in educational institutions, particularly when these programs were produced by the use of equipment and other resources (e.g. compilers) in the institution. Reference was made to section 35(6) of the Act, which provides, in relation to a sta member, that ownership of copyright would depend upon whether or not the work was created in pursuance of the terms of his/her employment. However, in the case of students, ownership resides with the student as there is no contractual employment between students and educational institutions. The CLRC felt that no recommendation was required regarding this issue.
Duration
The duration of copyright of literary and artistic works is governed by Article 7 of the Berne Convention 4], which states that protection is granted for the life of the author plus 50 years. In Australia, section 33(1) of the Act grants di erent duration of copyright protection depending on whether the work was published or not. In the case of published work, the duration extends for 50 years after death of the author, but in the case of unpublished work, copyright is inde nite.
The CLRC discussed that there should not be a distinction made between published and unpublished computer programs given the utilitarian purpose of programs and the useful life time of them. Given the recent TRIPs agreement, the Committee felt obliged to recommend that (a) The existing term of protection consisting of life of the author plus 50 years should apply to all computer programs, whether published or unpublished.
There are several disadvantages with the terms of duration of copyright of computer programs as it is not only too long (given the technological advances in any 50-year period), but it is unreasonable to protect di erent computer programs { especially competing programs { with di erent periods of time based on the length of the lives of their respective authors. This information will also be hard to track down in the case of joint authorship of a program, where the 50-year period of protection starts with the death of the last author.
Exclusive Rights
The owner of copyright in a computer program has the same exclusive rights as are provided for in section 31 of the Copyright Act in relation to literary works. In the case of a literary work, s.31(1) of the Copyright Act provides that the owner of copyright has the exclusive right to:
(a) reproduce the work; (b) publish the work; (c) perform the work in public; (d) broadcast the work; (e) cause the work to be transmitted to subscribers to a di usion service; (f) make an adaptation of the work; and (g) do any of the acts (a) to (e) in relation to an adaptation of the work.
to the extent that these rights are applicable to computer software. In other words, the owner of copyright in a computer program will enjoy the full bundle of rights set out in s.31, including the right to control the reproduction of the computer program and the right to make an adaptation of the work. Although the exclusive rights of the copyright owner vary in di erent countries (e.g. US, UK and Germany), almost all world countries have agreed to the Berne Convention and the GATT TRIPs Agreement, hence they are required to recognise the rights set out in these agreements (i.e. protect computer programs as literary works) in their own copyright legislation. Right (g) limits the owner's rights on adaptations of the copyrighted work, as once an adaptation has been made, the owner has no control over that adaptation.
In the case of computer programs, the important issue is therefore what is considered a reproduction of a program and what is an adaptation of a program. This uncertainty has been created for the lack of a de nition of reproduction in the Act. The courts have interpreted reproduction to mean copying.
Object Code vs Source Code { Adaptation or Reproduction?
Applying the existing de nition of \adaptation" (see Section 3), the Committee was of the view that an object code version of a program is in fact an adaptation, rather than a reproduction, of the source code program. However, the computing community regards object code as a reproduction of source code via the compilation process, as the object code program is the machine representation of the source code program. In order to cater for this di erence between the law and the general understanding of object code in the computing community, an explanatory provision in regards to \reproduction" should be introduced to provide that, for a computer program, a \reproduction" includes, but is not limited to:
(a) an object code version of the program that has been derived from the program in source code by compilation; and (b) a source code version of the program that has been derived from the program in object code by decompilation.
The Committee also clari ed that { in relation to works stored electronically { the conversion of a work (or an adaptation of the work) from its hard copy human readable form to an electronic form of storage is a reproduction of the work (or the adaptation). Similarly the instance of converting a work (or an adaptation) from an electronic form to a hard copy, such as making a print out of a work stored electronically should also be considered a reproduction of the work.
If the clari cations of reproduction are introduced in the Copyright Act, the scope of the de nition of adaptation would subsequently be narrowed. As a result, adaptation would be limited to translations of programs that do not include compilations or decompilations, therefore meaning translations of programs at the same level of abstraction (i.e. high-level to high-level translations or low-level to low-level translations). Throughout the Final Report the discussions made it clear that adaptation was e ectively covering only di erent source code versions of programs written in source code (i.e. high-level translations). However, with the emergence of binary translation technology 26], i.e. the conversion of an object code program for one platform to an object code program for a different platform, these low-level translations will also be covered by the adaptation de nition.
Protection of Non-literal Elements of a Program
It is di cult to ascert the appropriate scope of the reproduction right because of the unique nature of computer programs as functional copyright works which cause computers to perform certain functions. Some aspects of computer programs which have commercial value and, arguably, deserve protection fall outside the proper scope of copyright protection. The Committee considered whether copyright protection should extend to various aspects of computer programs which owners had sought to protect such as \look and feel", \user interface", \non-literal elements" and \struc-ture, sequence and organisation". The Committee considered that for most users of computer programs, the distinguishing feature of the program is its \look and feel" or \user interface". It is widely known that a program is composed of code (i.e. text) which causes it to behave in a certain way once it has been compiled. These two elements are referred to as the literal (i.e. textual) and behavioural (i.e. functional) elements of a computer program. Both types of elements are said to have their own \structure, sequence and organisation". For program code, the \structure, sequence and organisation" roughly equates to the organisation and layout of chapters, sections, index and so on in a technical literary work. For program behaviour, the \structure, sequence and organisation" are the features which give it user appeal, such as screen icons, screen displays and the sequence of screen displays. A program's \non-literal elements" include both the structure, sequence and organisation of a program's behaviour and the structure, sequence and organisation of its underlying code.
The non-literal elements of a program are protected in the same way as the structure, sequence and organisation of traditional literary works. The Committee supported the approach developed in the US case Computer Associates International v Altai Inc for determining whether the non-literal elements of program code had been infringed. It considered the three-part abstraction-ltration-comparison test set out by the Altai court to be \a very practical and useful guide for determining infringement of computer programs". The desirability of promoting standardisation of user interfaces and ensuring that the most e cient user interfaces are used and developed were seen to outweigh the need to grant authors copyright protection for the \look and feel" of program behaviour. Given that screen displays generated by a computer program can be regarded as an aspect of the program's behaviour, the Committee recommended against the introduction of any additional protection for screen displays.
Exceptions to Exclusive Rights
Exceptions to the exclusive copyright owner rights are introduced in legislation in order to allow for the normal amd fair use of computer programs in the community. These include intermediate reproduction of the programs in the computer's random access memory (RAM) when the program is ran, the making of back-up copies, and the reverse engineering of the program to determine interfaces for interoperability and error correction.
Copying for Normal Use and Back-up Copying
When a program is used, an intermediate copy (i.e. a reproduction) of the program is made in the computer's RAM in order to run the program. This intermediate reproduction amounts to an exercise of the copyright owner's exclusive right to reproduce the program. However, this intermediate copy is needed for the normal use of the program, and therefore an exception to permit copying of programs for normal use was recommended. However, the Committee did not feel the need to de ne \normal use" of a program.
In a similar case of normal use of computer programs, the computer community is used to making a copy of a program for back-up purposes. This reproduction of the program also amounts to an exercise of the copyright owner's rights, and therefore an amendment to s.43A of the Act was recommended to permit the owner of a copy of a computer program to make an ephemeral back-up copy of a program which may be stored and used in place of the original if the original is lost, destroyed or becomes unusable. Where the original or back-up copy is destroyed or damaged, the surviving original or back-up may be used to make another back-up copy. However, the right to make a back-up copy would not extend to a program which has been \locked" 3 by the copyright owner against copying.
Reverse Engineering and Decompilation
The Committee was concerned that permitting reverse engineering of programs by decompilation would make it relatively easy for competitors to produce clone programs, thereby obtaining a free ride on the e orts of the creator of the original program. As a consequence, the Committee recommended that reverse engineering involving decompilation should be prohibited except to the extent that it is required for interoperability or error correction. The de nitions used in the Final Report for decompilation, disassembly and reverse engineering were 19]:
Decompilation The working back from the object code of a computer program to a version of the source code. This process may involve a substantial recreation or reproduction of the source code of the original program. Decompilation is achieved using a computer program called a decompiler.
Disassembly
The working back from object code to assembler code ie, a special case of decompilation. Disassembly is achieved using a computer program called a disassembler.
Reverse engineering
The study or analysis of a computer product (including a computer program) in order to reveal the underlying idea or principle on which it operates. This analysis may include an examination of relevant published documentation, study of the operation of the product and, in the case of a computer programs sic], their decompilation. Studying the operation of a program would involve reproduction of the program in the same way as normal use.
However, throughout the Final Report's discussions, the terms decompilation and disassembly were treated as synonymous. This causes an overgeneralization of some of the techniques used in these areas. A presentation by IBM for the bene t of the Committee demonstrated the disassembly of a relatively small program 19] . The Committee accepted IBM's assertion that there are computer programs available which can very rapidly decompile other programs, thus making it possible to produce clone programs relatively easily. IBM also asserted that once a program is decompiled into a high level language, a competitor wanting to produce a clone can easily manipulate the code derived from decompilation so as to hide any visual similarity to the original program, while retaining the same functionality. However, 5 years after IBM's demonstration, there are still no commercial decompilers available on the market, and the few disassemblers that are available have severe limitations. Reverse engineering techniques to detranslate object code programs are not straight forward, especially if the level of abstraction that the user wants to arrive to is that of a high-level language. Reverse engineering at the disassembly level has been used to create clone programs of microcode and operating system code (i.e. relatively small programs when compared to programs generated from high-level languages). Reverse engineering at the decompilation level requires a lot of work, time, and e ort to get it right. The automation of this process is incomputable in general due to its equivalence to the halting problem 23], which means that fully automated static disassemblers and decompilers will never be available unless additional information, which is not normally required by the machine (computer), is stored with the object code 13]. Also, today's programs are very complex and include a variety of services provided by the operating system, for example, graphical routines, which make it hard to very rapidly decompile, modify and produce a clone program. The exceptions dealing with decompilation are explained in the next two subsections. These exceptions are grouped by those exceptions that are controversial (and were also controversial in Europe when recommended and then introduced in the legislation 8, 21, 22, 5]) and those that are generally accepted as fair use.
Interoperability and Error Correction
The Committee recommended that decompilation of a computer program should be allowed where it is necessary to achieve the interoperability of an independently created computer program or hardware device with other programs or hardware devices provided 19] (a) decompilation is performed by the owner of a lawfully acquired copy of the program or another person having a right to use the copy or on their behalf by a person authorised to do so; (b) the information necessary to achieve interoperability has not previously been readily available; and (c) the acts are con ned to those necessary to achieve interoperability.
In other words, decompilation for the purposes of determining the interface to another program or hardware device is permitted, so long as the speci cations of that interface have not been made available, and that the decompilation process is only con ned to the parts of the program necessary to retrieve the required interface. This exception is inline with the growing support for interoperable and open systems: if the developer does not make the interface available, then the interface can be determined by means of disassembly or decompilation.
In the Final Report, the CLRC revised its draft recommendations on decompilation for error correction, proposing amendment of the Copyright Act to provide that decompilation of a program for error corrrection does not infringe copyright where an error free version cannot be obtained within a reasonable time at a normal commercial price. What amounts to a \rea-sonable time" or a \normal commercial price" will be determined in individual cases. In other words, if a program has a bug and the copyright owner of that program cannot provide a bugfree version of the program at a normal commercial price and within a reasonable time, then it can be decompiled for patching purposes. Although a software vendor or user would only resort to disassembly or decompilation to x an error in extreme circumstances (e.g. when the software developer is out-of-business), it is unclear why a user would have to pay a normal commercial price for the bug-free version of the software once that software has been bought once. It is reasonable to expect to pay for recovery of material costs (e.g. oppies and CDs) and postage, but not to pay twice for the same software product. Both of these exceptions make it clear that decompilation should be limited to those acts necessary to achieve interoperability or to correct the error, as the case may be. However, given the nature of object code, it will often be di cult to determine which particular pieces of the code are relevant to the interoperability issue or contain the error. This means that the acts of decompilation or disassembly may have to be performed on the entire object code program before actually determining what piece of code is required to be analysed { how could you prove in court that this really was required based on these recommendations and the understanding of computer programs in object code? The CLRC's recommendation on decompilation for interoperability closely resembles Article 6 of the EC Directive on the Legal Protection of Computer Programs. Amendment of the Copyright Act in accordance with the CLRC's recommendation regarding decompilation for interoperability is presently being opposed by a number of large computer software and hardware companies. On the other hand, it is argued that the CLRC's recommendations are too narrow and that by limiting the permissible scope of decompilation to the cases of interoperability and error correction, the recommendations would confer copyright protection on functional aspects of computer programs which should not be protected. If implemented in legislation, the limited decompilation right proposed by the CLRC would arguably put Australian programmers and software companies at a disadvantage when compared with their counterparts in the United States, where a broader right to decompile has been recognised by the courts 15]. For a complete discussion on the di erences between US and Australian copyright law refer to 12].
Decompilation to Understand Techniques and Defeat Program Locks
The Committee recommended that decompilation for the purposes of understanding techniques is governed by the fair dealing 4 provisions of the Copyright Act adding the quali er that the fair dealing provision only applies to \non-commercial" activities. The use of the term \non-commercial" in this context is likely to cause uncertainty. Decompilation to understand ideas or techniques by university researchers may be regarded as non-commercial study or research which amounts to a fair dealing under s.40. However, the usefulness of the commercial vs non-commercial distinction becomes increasingly questionable and difcult to apply as universities enter into research joint ventures or license their research results to commercial organizations. To cover \black box" reverse engineering which does not involve decompilation of object code, the Committee recommended that the Copyright Act should be amended to allow the reproduction and study of computer programs in the circumstances contemplated in Article 5(3) of the EC Directive on Legal Protection of Computer Programs. The Committee regarded such a provision as necessary in the light of the High Court's decision in Autodesk Inc v Dyason which held that copyright in the plainti 's program was infringed by black box reverse engineering. The Committee also recommended that the modi cation of a locked program to circumvent the lock, and subsequent copying of the program, should be prohibited unless done with the copyright owner's consent. The terms of this recommendation are similar to Article 7 of the EC Directive on the protection of computer software and s.296 of the UK Copyright, Designs and Patents Act 1988. Notwithstanding this recommendation, the Committee emphasized that users of computer programs will still be able to circumvent locking devices for legitimate purposes, e.g., by decompilation for error correction or to create an interoperable program. Users of computer software would bear the onus of understanding the circumstances in which circumvention of a program locking device is permissible.
Matters Left for Negotiation
Several recommendations leave matters for negotiation between the copyright owner and the relevant party (the purchaser of the program in most cases); these include: the copying of programs by third party maintainers; the right to modify computer programs for enhanced performance; the right to modify programs to run on networks; and the right to decompile for porting purposes.
The CLRC did not make any comments on what procedures should be available to a user when the copyright owner of a program does not want or is not able to create an enhanced version of or port the program (either due to time or nancial constraints). There is also the possibility that the copyright owner has gone out of business, in which case, there may not be anyone for the user to negotiate with. With the advent of newer and faster machines, the computer industry is in need of software tools that aid in the porting of applications from one computer to another (i.e. binary translation). These tools will require analysis of object code programs in order to translate them to another computer con guration. This translation can be done in two di erent ways: statically or dynamically. In the case of static translation, the binary translator program creates a new object code program for the new machine. This new le would constitute an adaptation of the original object code program and would fall within the copyright owner's exclusive rights. In the case of dynamic translation, the binary translator performs the translation \on the run" by interpretation of the object code program on the new machine. No new object code program is created, although the object code is reproduced in RAM in running the program, which is considered an exception to exclusive rights for the normal use of computer programs. It is not clear whether running the program for this purpose can be regarded as copying which is reasonable or necessary for the normal use of the program and thus within the scope of the CLRC's recommended exception.
6 Other Issues
Works Stored in Computer Memory: Databases
In regards to electronic databases, the Committee drew attention to Article 10(2) of the TRIPs agreement and concluded that, for the purposes of copyright law, there was no reason to apply di erent principles to electronically stored databases and those stored in other forms. As a result, the Committee's conclusions do not distinguish between traditional hard-copy databases, databases stored in computer memory, and databases stored in other forms of storage such as oppy discs, tapes and CD ROMs. The Committee considered the question of the duration of copyright protection for \dynamic databases", i.e. electronic databases which are being constantly updated. It rejected suggestions that copyright protection for dynamic databases is potentially eternal, pointing out that it is possible to identify a time when the rst edition of any published database is made. While insubstantial additions, such as merely adding information, do not give rise to a new edition, the eventual cumulative e ect of constant updating will amount to a su ciently substantial change to the database such that it may be regarded as a new edition in which copyright subsists. In determining whether a new edition has been created, matters such as the quality and quantity of the material added and the way it has been incorporated into the database will be taken into account. As the question of when rst and subsequent editions of computerised databases come into being are evidentiary issues to be determined according to the circumstances in individual cases, no legislative amendment was required in relation to duration of copyright protection.
To the Committee, the principal distinguishing feature of a computer database is the fact that it can be connected to a network of terminals from each of which it can be accessed and viewed. The capacity to search and view works included in an electronic database increases the value of those works to both the copyright owner and the database operator, which may be re ected in the royalty negotiated by the copyright owner when licensing the inclusion of the work in the database.
The recommendations on protection of databases only encompass traditional copyright protection and are minimal when compared to the recommended European EC Database Directive (April 1996) which introduces dual forms of protection for databases: copyright and sui generis. The former uses the traditional criteria for copyright protection; the latter is a new form of protection for databases that require time and money to put together but which would otherwise not atract copyright protection.
Screen Displays
The viewing of a database on a screen display raised the question of whether a screen display is a reproduction in a material form of the work or other material displayed. In the Draft Report, the CLRC was of the view that as screen displays are ephemeral they cannot be \a form of storage". In the Final Report, the Committee acknowledged that there was, however, some doubt as to whether screen displays involve a reproduction in a material form of works stored in computer memory, although the better view from a policy perspective was that they did not. The Committee a rmed its draft recommendation that the Copyright Act should be amended to make it clear that screen displays do not constitute a reproduction in a material form of works stored in computer memory. This recommendation recognises that \electronic browsing" is a normal use of a computer database, just as the reader of a book is able to browse the pages of the book without exercising any of the copyright owner's rights.
The Committee also examined the question of whether the screen display of materials stored in a database could be regarded as a public performance. The Committee a rmed that its intention was to recommend that the mere act of calling up a work from a computer database onto a computer terminal should not, by itself, constitute a public performance of the work and the Act should be amended to re ect this. Whether a screen display is in fact a public performance will depend upon whether it is carried out \in public". The Committee recognised that screen display is likely to become an increasingly frequent means by which copyright works will be used. However, it did not regard the right of public performance as a suitable vehicle for controlling all acts of display on screen without distorting the notion of public performance as it is presently understood in the Copyright Act.
Liability of Database Operators
In regards to the liability of database operators, it was recommended that a provision be included in the Copyright Act to the e ect that where the licence of a database provider does not extend to authorising the making of a hardcopy/ies by a database user, the networking of the database to subscribers would not, of itself, amount to authorisation of the making of such copies if the operator arranges for a message to advise subscribers of their copyright liability for such reproduction.
Electronic Copies made by Libraries
In relation to copies made by libraries and educational institutions, amendments to sections 49 and 50 are required to ensure that libraries are able to make electronic copies (including electronic transmission of a copy and the loan of an electronic copy) available to library users within the limits prescribed by these sections and subject to payment of royalties where applicable.
To this end, the ACM has now changed its copyright notice to explicitly allow for electronic or digital copies 6]: 
Computer-generated Materials
In the Final Report the Committee di erentiates between materials created with the assistance of computer programs and materials generated by computer programs where a human author cannot be identi ed.
In the former case, a human author uses the computer programmed with software as a tool to facilitate the production of new materials, e.g., where a literary work is written using a word processing program. Materials produced with the assistance of computer software will attract copyright protection in the same way as those produced by traditional means, provided the requirements of the Copyright Act are satis ed, and the usual rules regarding ownership and duration of copyright will apply. The latter case identi ed by the CLRC is where material is generated by a specially programmed computer but it is not possible to identify any human author. The CLRC agreed that in the absence of a human author, computer-generated materials could not be properly classi ed as \works" which pre-suppose human authorship and originality. The Committee considered that this type of computer-generated material was more appropriately protected as subject matter other than works, and hence it recommended that a new category of subject matter; \computer-generated material"; should be added to the Act and that a definition of \computer-generated" similar to that in the UK Copyright, Designs and Patents Act 1988 should be adopted, providing that \computer generated", in relation to computer-generated material means that the material is generated by computer in circumstances such that there is no human author of the material.
To overcome the problem of attributing authorship of computer-generated material, the Committee recommended that the Copyright Act be amended along the lines of the UK legislation to provide that the author of computer-generated material is the \person by whom the arrangements necessary for the creation of the material are undertaken". Computer-generated material should be protected for a term of 25 years from the end of the year in which it was made.
Discussion and Conclusions
During recent years there has been much debate about whether computer programs should be protected by copyright, patent, or some sui generis or hybrid category. It has been argued that the most valuable feature of a computer program is its behaviour, which is not protected by the existing copyright or patent paradigms. Hence, there have been calls for the development of a new sui generis regime for the protection of computer software which would operate alongside the copyright and patent systems 25, 9, 10]. While such proposals have attracted some interest, it is unlikely that they will be given e ect in the near future. The challenge for courts and legislatures at present is how best to accommodate computer software within the existing copyright and patent frameworks. In the Final Report, the CLRC had the opportunity of examining the respective roles of sui generis, copyright and patent protection. It regarded the possibility of sui generis protection as being foreclosed by Article 10(1) of the GATT TRIPs Agreement and minimised the role of the patent system in protecting computer software. The Committee found little support for patent protection in the submissions received, concluding that it did not \regard as adequate, or support, the development of patent or patent-type protection." It noted in passing that patent protection is available for computer software \in some cases", referring to the Federal Court decisions in IBM Corporation v Commissioner of Patents (1991) 24] and CCOM v Jiejing Pty Ltd (1994) 7]. In fact, these decisions make it clear that most forms of computer software inventions are now patentable in Australia provided they satisfy the other statutory criteria. The CLRC's limited discussion of the role of patents appears to be based on its view of patenting as an alternative, rather than an adjunct, to copyright protection. By too readily dismissing the relevance of patent protection, the CLRC missed the opportunity of carrying out a detailed examination of the respective roles of the copyright and patent systems in relation to computer software. Copyright law is concerned with protecting the expression of ideas and plays a limited role in protecting function. The ideas and techniques underlying a computer program may, if su ciently novel and inventive, be protected by patents but are not protected by copyright. The 1984 amendments to the Copyright Act have been given a wide interpretation in the recent decisions in Autodesk Inc v Dyason (1992) 3] and Data Access Corporation v Power ex Services Pty Limited (1996) 20] . In these cases, the courts have ruled that anything that is essential to the operation of the program is a substantial part of the program and therefore will infringe copyright if reproduced, and that copyright can be infringed even if the copy of the program is not itself a program (e.g. a table). These decisions have set a very low threshold for copyright infringement of computer programs and leave very little scope for reverse engineering or creation of interoperable software or hardware. The CLRC's recommendations concerning the creation of a speci c exemption to permit decompilation for interoperability would, if implemented, go some way towards addressing this problem. However, the Committee's view that reverse engineering for the purpose of understanding the techniques underlying a computer program would amount to an infringment con icts with the basic principle that copyright protects the expression of ideas rather than the ideas per se. The techniques underlying a computer program are its ideas rather than its expression, and copying them should not infringe copyright in the program itself 11]. The issue of the appropriate scope of patent and copyright protection for computer software is something which will have to be addressed by the government in its response to the CLRC's Final Report. At present, the extensive scope of copyright protection applying to computer software in Australia means that most software developers rely primarily on copyright. Unlike the situation in the United States, the recent decisions which have established a wide scope for the patenting of computer software have not resulted in a marked increase in patenting activity. The computing community needs to be more aware and proactive towards legislation on computer software protection, as such legislation a ects not only software developers but also researchers in academic institutions; particularly when interested in commercialization of research results.
